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Possibilities and Risks of DeFi

E�ciencies and lower some operational risks:

�› ����������������� �������� ���� ��������� ��� ����� �
�� ������������������������������
������������

�› ��� ��� ���������� ���
��� ���������� �	��������
���� ��������� �
� ���� ��������� ������������ ����
���������������

�› ������ ��������������������������������������������
�����������
������������������������������������

�› ��� �������������������•���
�������������
��������
�•�������������������•���
����������
����������

Illicit activity:

�› •�����
�
�������������������������������•������
�
�� ������

�› •��������������������������������������•��������
�
����������

Government failures:

�› •���������� ���� ����•������ ������� ����� ���� �
����
�� •������ ��� ������������� 
�� �� ������ ������ �
�
��•��������������•�������

Technology failures:

�› •�����������������������������������������

Financial stability
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Existing legacy systems are vulnerable to these inno-

vations because they are inflexible, complex, and 

cumbersome to modernize. These shortcomings grow 

even more acute as the number of intermediaries involved 

in the payments/investment chain increases and when 

the transactions must pass across multiple legal juris-

dictions to be executed. In response, the Committee on 

Payments and Market Infrastructures (CPMI) has set out 

the building blocks for a multiyear roadmap to increase 

the efficiency of cross-border payments.7

As in the traditional system, DeFi comes with risks of 

illicit activity, failures of governance, and bugs in the 

technology that must be managed. For example, with 

an estimated $3.2 billion worth of cryptocurrency stolen 

in 2021,8 it’s clear that cryptocurrency exchanges and 

wallets are vulnerable to criminals. Smart contracts that 

sit on the blockchain depend on the reliability of outside 

data sources (i.e., oracles), which themselves could be 

subject to manipulation.9 Moreover, despite claims of 

complete decentralization, there are often concentra-

tions of power in governance and decision-making. It is 

therefore critical that DeFi governance supports market 

integrity and is sufficiently attentive to operational risk. 

Finally, DeFi may make it easier for bad actors to evade 

or mitigate the impact of international payment and 

economic sanctions.

There are also issues related to the crypto assets that 

enable DeFi activities through the transfer and store 

of value within the system. Nearly 70 percent of DeFi 

activities run on Ethereum, an unbacked crypto asset, 

7 Bank for International Settlements, “Enhancing Cross-Border Payments: Building Blocks of a Global Roadmap,” July 13, 2020, https://
www.bis.org/cpmi/publ/d193.htm.

8 For more insight, refer to Chainalysis, “2022 Crypto Crime Report,” available for download at https://www.chainalysis.com/chainalysis- 
reactor/?utm_source=google&utm_medium=cpc&utm_campaign=&utm_term=&utm_content=575745490220&gclid=EAIaIQobChMIpe 
KY7o_G9gIViKeGCh2DjA9tEAAYASAAEgLwN_D_BwE.

9 The LIBOR scandal, in which LIBOR submissions were manipulated to influence Eurodollar futures prices for profit, illustrates the poten-
tial for this.

10 The Commodity Futures Trading Commission (CFTC) fined the issuers of Tether last year for having lied or misled investors about the 
nature of the backing assets.

11 For more insight, refer to Financial Stability Board, “Promoting Global Financial Stability: 2021 FSB Annual Report,” October 27, 2021, 
https://www.fsb.org/wp-content/uploads/P271021.pdf.

12 President’s Working Group on Financial Markets, the Federal Deposit Insurance Corporation, and the Office of the Comptroller of the Cur-
rency, “Report on Stablecoins,” November 2021, https://home.treasury.gov/system/files/136/StableCoinReport_Nov1_508.pdf.

and others are gaining traction, such as stablecoins, 

Tether, and Dai. Stablecoins are crypto assets that are 

backed by other assets (e.g., fiat or commodities) to sta-

bilize their value. In these cases, the DeFi system will 

only be as safe and sound as the foundational crypto 

assets. For instance, unregulated stablecoins may not 

have sufficient collateral to accommodate large-scale 

redemptions, and collateral liquidation could potentially 

destabilize the broader financial markets.10

Financial stability concerns are intensifying as this 

system grows, becomes more integrated with the tra-

ditional financial system, and involves high degrees 

of leverage.11 These concerns are particularly relevant 

because the regulatory regime has done little to put pro-

tections and safeguards in place. In the United States, 

the process has been slowed by lack of agreement about 

what some of these products and activities are. For 

instance, is a cryptocurrency a security, commodity, 

or some combination that may still change over time? 

As a result, who has regulatory jurisdiction over the 

asset and business activity remains an open question 

in many cases.

U.S. regulators have also been slow to establish ground 

rules for these new products and businesses and to 

approve applications that would allow access to central 

bank services or create new investment products. For 

example, in the case of stablecoins, the President’s 

Working Group determined that very little could be 

done to address risks in this area without Congressional 

legislation.12
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In the same vein, the Federal Reserve has been reluctant 

to approve fintech companies that are seeking access 

to the central bank’s settlement services. As a case in 

point, Facebook (now Meta) sought to determine what 

the Fed required for the Libra (now Diem) global stable-

coins project to gain access to the Fed’s payment and 

settlement regime. Despite the firm’s expressed willing-

ness to make whatever adjustments were necessary to 

meet Fed requirements, the effort went nowhere. 

Looking at the situation from afar, many policymakers 

appear reluctant to take affirmative steps that would 

allow such activities to take place within the regu-

latory perimeter. Presumably, this reluctance stems 

from concern about the precedents such approv-

als would establish and uncertainty about how such 

approvals might influence the future evolution of the 

digital finance industry and its technology. There has 

also been little progress in building efficient interfaces 

between the new technologies and the existing legacy 

systems or in ensuring that what is developed will have 

good interoperability across sovereign borders.

A proactive and consultative 
approach is needed
This situation needs to change, particularly given 

that the new business models and technologies show 

promise. Instead of throwing sand in the wheels, which 

encourages the new fintech businesses to operate 

mostly outside of the regulatory perimeter, policy 

makers and regulators should take steps to make it 

feasible and attractive for these new businesses and 

activities to come inside that perimeter. This will require 

establishing clear terms, conditions, and regulatory 

expectations for the new entrants and the businesses 

that they operate.

Questions that firms will need the regulators to answer 

(as soon as possible) include: 

 ∞ What products can be offered to investors and 

savers? 

 ∞ How well-qualified or informed do investors need 

to be to engage in different products and services? 

 ∞ Under what circumstances will firms and activi-

ties be judged systemic? 

 ∞ How will requirements change when a business 

entity crosses that threshold? 

 ∞ What will be the requirements about knowing 

your customers (KYC)? 

 ∞ What will be the requirements about safeguarding 

customers' data and privacy? 

 ∞ What are the regulatory expectations with respect 

to governance and risk management? 

 ∞ What governance framework will apply, includ-

ing for defining conflicts of interest or business 

activity restrictions, decision-making processes, 

and assigning responsibility when regulatory 

or fiduciary shortcomings become evident in 

decentralized environments? 

 ∞ What are the tax treatment and related reporting 

requirements for businesses and their DeFi and 

crypto activities?

To be effective, regulators will need staff with the 

business and technological expertise to inform their 

decision-making, augmented by advisory groups of 

technologists and fintech entrepreneurs. They will also 

need a constructive mindset with the goal of regulating 

the firms in a way that best nurtures and preserves the 

benefits of the new business models and technologies. 

To enable a more fulsome discussion about what the 

requirements should be:

 ∞ Regulators must focus on how to induce this 

formerly unregulated activity to move inside the 

regulatory perimeter while achieving the desired 

outcomes in terms of business conduct, safety, 

and soundness. Based on firms' decisions, reg-

ulators will need to determine whether proposed 

regulatory requirements are burdensome and 

require adjustment or whether the businesses 
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simply were not viable when they had to bear the 

costs of appropriate regulatory guardrails. 

 ∞ Businesses must focus on how their business 

models could be adjusted to make regulation more 

palatable or on how the regulator could achieve 

the same outcome by setting guardrails that are 

"fit for purpose" for the new business models 

instead of simply imposing unchanged rules from 

the current regulatory scheme. 

Businesses that seek to compete in retail payments will 

also need to know whether the central bank plans to 

issue its own digital currency, as well the main design 

features (e.g., remunerated or not) and distribution 

model (e.g., directly to customers or indirectly through 

financial institutions and other payment providers). 

Decisions about the role and design of a CBDC will have 

profound implications not only for DeFi businesses, 

but also for the much-needed modernization of the 

U.S. financial system (e.g., by providing a reliable base 

for programmable money). Also, as highlighted in the 

president’s executive order, these decisions will have 

profound implications for role of the U.S. dollar in the 

international financial system, particularly if other juris-

dictions join China in issuing their own CBDCs. It will 

be critical for central banks to consult widely, among 

themselves and with the new entrants and incumbents 

in the private sector, to ensure a design that supports 

efficiency, financial stability, and interoperability.

Such an iterative and consultative approach is needed 

given the complexity of the new technologies, prolif-

eration of alternative business models, and the rapid 

pace of change. 

The imperative to act 
As with the dawn of the Internet many decades ago, 

digital finance will continue to evolve, and there will be 

winners and losers in the process. While the Internet has 

afforded significant benefits, it is largely unregulated. 

Over time, its drawbacks for society have become more 

evident. History is rife with examples where unregu-

lated financial activities conducted at scale ended in 

tears. This inevitably provokes justifiable outrage—after 

the fact—that not enough was done earlier to protect 

households and businesses. 

This situation is avoidable. Authorities must be proac-

tive rather than reactive and build a legal and regulatory 

framework that will guard against the further increase 

of risks and support this promising new financial eco-

system. Efforts should also focus on strengthening the 

traditional financial and monetary system so that we 

can reap the benefits of these new technologies and 

business models without compromising investor and 

consumer protection and financial stability. 
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