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INTRODUCTION 
The rise of crypto assets has ushered in significant 

financial and technological advancements for the 

global financial system. As with any emerging finan-

cial innovation, such advancements can be used for 

both legal and illegal purposes. One main area that has 

surfaced is the use of crypto assets in money launder-

ing (ML) and the financing of terrorism (FT). In 2022, 

approximately $23.8 billion of cryptocurrency was sent 

through illicit crypto addresses, which represents a 68.0 

percent increase over 2021.1

In traditional finance (TradFi), financial institutions 

are required to take action to help identify and miti-

gate ML/FT activities. This is accomplished through the 

enactment of global standards on anti–money launder-

ing (AML) and countering the financing of terrorism 

(CFT) for financial institutions around the world, which 

include maintaining records of transactions, submitting 

reports of transactions exceeding certain thresholds, 

identifying and evaluating customers (which entails 

following Know Your Customer [KYC] rules), and report-

ing suspicious activities that may be deemed ML/FT. 

Because such measures make it increasingly difficult 

for criminals to conceal illicit activities through conven-

tional TradFi, crypto assets offer a new way for criminals 

to conceal ML/FT activities. 

But AML/CFT practice is being extended to crypto 

assets. Why is this important? Crypto asset AML/CFT 

involves the application of standards and regulations 

to limit and mitigate the use of crypto assets in money 

laundering and financing of terrorism activities. This 

is important because crypto assets have become 

useful mechanisms for such illicit activities. Improving 

security in crypto assets through effective AML/CFT 

standards and regulations is vitally important to protect 

investors and encourage public trust in crypto markets. 

What we mean by security in this context is having 

effective AML/CFT compliance measures to protect 

against the use of crypto assets for money laundering 

and the financing of terrorism. 

The path to trust in crypto leads through security, just 

as security issues in AML/CFT are a core pillar in TradFi. 

Security is critical for the crypto sector across products, 
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services, policies, and practices for the sector to gain 

global adoption. TradFi provides comprehensive and 

global AML/CFT standards via the Financial Action Task 

Force (FATF), which the G7 countries established in 1989 

to analyze and develop measures to combat money laun-

dering.2 There are also similar risks in crypto. However, 

effective and broad-based adaptation is necessary to 

address the key new risk elements unique to crypto. 

The FATF updated its standards in 2018 to cover crypto 

assets3 and crypto asset service providers.4 Through that 

proactive step, regulators have answered the initial ques-

tion on whether the crypto industry should be subject to 

AML/CFT regulation—the recent FATF report shows that 

more than 70 percent of the 38 FATF member nations 

have incorporated AML/CFT regulations for crypto into 

their domestic law and are now seeking to accelerate 

enforcement of the regulations.5 Implementation across 

the wider FATF Global Network of jurisdictions is also 

slated to increase considerably.6

Although there has been progress, the global AML/CFT 

regime for crypto is inadequate in its overall implemen-

tation and enforcement. It is critical to ensure that the 

current AML/CFT regime for crypto be implemented 

effectively and enforced globally given the risks unique 

to crypto. To address this problem, we identify and 

suggest how to mitigate some of the important gaps 

in AML/CFT crypto regulations. The key risks and some 

critical risk mitigation tools/actions to close the gaps 

and make implementation, enforcement, and evolution 

of global AML/CFT regulations for crypto more effective 

are summarized below. 

Summary: AML/CFT Crypto Risks

Problem/Gap Solution

1.	 Regulatory gaps in the imple-

mentation of global AML/CFT 

standards for crypto

	∞ Collaborate with the FATF and other multilateral forums to (a) support 

addressing the regulatory gaps in AML/CFT regulation and supervision across 

international jurisdictions including via grey-listing and (b) mitigate jurisdic-

tional arbitrage.

	∞ Accelerate the FATF’s work on crypto assets, which is focused on encourag-

ing multilateral implementation and enforcement of the FATF standards for 

crypto assets and service providers. Organizations like the Egmont Group 

provide a platform to securely exchange expertise and financial intelligence 

to support this. 

2.	 Lack of enforcement of imple-

mented AML/CFT standards 

for crypto

	∞ Improve the enforcement of current AML/CFT regulations within the crypto 

sector through compliance exams, enforcement investigations, and prose-

cutions—including public enforcement actions and penalties to deter future 

illicit acts.

	∞ Provide training via professional financial educational bodies for entities to 

learn more about AML/CFT regulations in the crypto sector.

	∞ Utilize decentralized finance (DeFi) monitoring and enforcement technologies 

that are offered by companies like Chainalysis and Elliptic. 

3.	 Use of anonymity‑enhancing 

technologies

	∞ Utilize KYC processes and encourage digital identity solutions to ensure com-

pliance with privacy laws and AML/CFT requirements. 
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4.	 Peer-to-peer (P2P) 

transactions 

	∞ New technologies and regulations should be evaluated for their ability to 

minimize illicit activity risks from smart contracts, DeFi services, and other 

P2P mechanisms. 

	∞ Establish effective regulations for P2P transactions that will require regulators 

to deploy new technologies and other mechanisms to track and understand 

the unique ML/FT risks in P2P transactions. 

5.	 Noncompliant crypto asset 

service providers

	∞ Strengthen engagement with crypto asset service providers and other entities 

to better inform them of any necessary AML/CFT compliance responsibilities. 

	∞ Conduct engagement activities on AML/CFT compliance and tools to promote 

adherence; issue ongoing updated guidelines, alerts, and other publications; 

and organize public–private information-sharing events, like the Bank for 

International Settlements’ G20 TechSprints. 

	∞ Consider mechanisms to blacklist, sanction, and selectively block noncom-

pliant service providers. 

6.	 Lack of integration of AML/

CFT controls in crypto 

creation

	∞ Explore how a crypto asset can be designed to enable and incorporate the use 

of AML/CFT controls to improve code security in mitigating illicit finance risks. 

	∞ Align crypto asset code in accordance with global standards such as ISO 20022 

as a way to combat ML/FT. 

	∞ Improve cybersecurity corporate governance to mitigate the security code 

risks in crypto. 

THE CURRENT STATE OF AML/
CFT CRYPTO REGULATION
The FATF establishes important global AML/CFT recom-

mendations, and countries adopt the recommendations 

into their own regulatory frameworks. The updated FATF 

framework for crypto requires that crypto asset service 

providers be regulated for AML/CFT purposes, licensed 

or registered, and subject to effective systems for mon-

itoring and supervision.7 The FATF has made it clear 

that its AML/CFT standards apply to crypto asset service 

providers that offer exchanges between a fiat currency 

and a cryptocurrency or between cryptocurrencies, in 

addition to transfers, administration and safekeeping, 

and participation in and provision of financial services 

related to the offer and/or sale of crypto assets.8

The objective of the FATF’s 2019 and 2021 updates is to 

help regulators, supervisors, policymakers, and other 

country-specific authorities understand and develop 

regulations for crypto activities and service providers 

and to aid private sector entities in understanding their 

AML/CFT obligations and how to comply with them in 

engaging in crypto activities. Accordingly, the updates 

enhance the framework using a risk-based approach to 

crypto activities and service providers. The framework 

provides for supervision and monitoring of crypto asset 

service providers for AML/CFT purposes; licensing or 

registration; customer due diligence, recordkeeping, and 

suspicious transaction reporting; sanctions and other 

enforcement measures; and international cooperation.9

At the moment, despite clear recommendations from 

the FATF, differences in regulatory approaches to AML/

CFT between countries, including some countries that 

have not adopted any regulations, have likely caused 

slower adoption by the traditional banking indus-

try and nonbank financial institutions (among other 

reasons is a lack of prudential frameworks in countries 
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and jurisdictions). But there are signs that institutional 

adoption of blockchain technology itself is growing.10 

While the principle of “same activity, same risks, same 

regulation” is deceptively simple, its execution is not so 

clear-cut and is not fully in place. Moreover, the decen-

tralized structure of crypto assets poses a heightened 

risk that even small gaps or laxity in regulation in one 

jurisdiction with limited supervisory resources could 

spawn global crypto activity with risks of contagion, 

and there is some potential for significant systemic risks 

given the limited capacity for timely regulatory or legal 

recourse.11 Twenty-eight of the 38 FATF member nations 

have implemented AML/CFT regulations for crypto.12 

However, the rate and extent of regulatory adoption 

must increase more rapidly to jurisdictions with no or 

limited rules in place while also broadly incorporat-

ing regulations that mitigate the unique risk elements 

of crypto. Delaying adoption will increase and could 

entrench the unregulated and potentially illicit use of 

crypto assets in ML/FT activities and further under-

mine public trust in crypto markets.13 

AML/CFT KEY RISKS AND RISK 
MITIGATION TOOLS AND 
ACTIVITIES
Many gaps remain in addressing the key AML/CFT risks 

associated with crypto, notably these: 

1.	 Regulatory gaps in the implementation of global 

AML/CFT standards across borders

2.	The lack of enforcement of AML/CFT standards 

already adopted 

3.	 The use of anonymity‑enhancing technologies 

designed to escape regulation

4.	 The use of peer-to-peer (P2P) transactions

5.	 Crypto asset service providers that are non-

compliant with AML/CFT regulatory requirements

6.	 The lack of integration of AML/CFT controls into 

the creation of crypto assets 

Regulators can and should more effectively promote 

the adoption of the global FATF AML/CFT standards for 

crypto assets within their jurisdictions. Certain aspects 

regarding AML/CFT compliance and enforcement call 

for clarifications or new requirements that conform to 

the unique components of crypto assets and crypto 

asset service providers, such as AML/CFT compliance 

requirements for P2P transactions and building AML/

CFT controls into token creation. Better regulation would 

help reduce the risks of illicit financing posed by crypto.

1.	Regulatory Gaps in the Implementation 
of Global AML/CFT Standards for Crypto

Regulatory gaps enable crypto asset service providers to 

engage in regulatory arbitrage, as they may register in 

one country and provide services across other jurisdic-

tions with different AML/CFT regulation and supervision 

frameworks unless restricted or barred by national 

firewalls from doing so. In many instances, varying 

jurisdictions have in place weak or nonexistent AML/

CFT requirements and illicit activity detection methods. 

Regulatory gaps lead to inadequate customer and trans-

action information across multiple jurisdictions, which 

increases ML/FT risks. Clarity is lacking regarding 

which crypto asset service providers or entities involved 

in cross-border transactions are subject to AML/CFT 

requirements. Furthermore, this lack of clarity extends 

to countries that are responsible for regulating and 

monitoring those service providers or entities for com-

pliance with AML/CFT requirements. For instance, the 

FATF has conducted two annual reviews to analyze the 

status of the revised FATF standards on crypto assets 

and service providers. For the second annual review in 

June 2021, FATF issued a questionnaire to its member 

jurisdictions regarding their individual implementation 

of AML/CFT regulations for crypto. Of the 128 jurisdic-

tions that responded,14

	∞ 58 jurisdictions reported that they had introduced 

the necessary regulation to implement AML/CFT 

regimes for crypto asset service providers, with 52 

jurisdictions permitting crypto asset service pro-

viders to operate and six jurisdictions prohibiting 

these service providers;15 

	∞ 26 jurisdictions reported that they were in the 

process of enacting the necessary regulations to 
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regulate crypto asset service providers, with all 26 

jurisdictions permitting these service providers; 

	∞ 12 jurisdictions reported that they had decided 

on their approach for AML/CFT regulations for 

crypto asset service providers but had not yet 

commenced the necessary regulatory process, 

with six jurisdictions planning to permit crypto 

asset service providers and six jurisdictions pro-

hibiting them; and

	∞ 32 jurisdictions reported that they had not yet 

decided on their approach for AML/CFT regu-

lations for crypto asset service providers, which 

means these jurisdictions had no AML/CFT 

regulatory regime and had not commenced the 

regulatory process to implement one. 

As regulatory adoption continues to progress, it is 

important for regulators and standard setters like the 

FATF to work with the crypto industry to reduce reg-

ulatory gaps across jurisdictions. The regulatory gaps 

between those jurisdictions that have decided to permit 

crypto asset service providers to operate and others that 

have not is a primary area of concern that should be 

assessed and mitigated. The goal of such collaborative 

efforts is to avoid creating unintended consequences 

in the form of regulatory gaps within and between 

jurisdictions or disparities that open opportunities for 

regulatory arbitrage within and across jurisdictions, 

actors, and crypto assets that are certain to be exploited. 

Regulators should continue collaborating with the 

FATF, other multilateral forums, and the crypto asset 

industry to address the gaps in AML/CFT regulation 

and supervision across international jurisdictions. 

To ensure cross-border alignment in adopting and 

enforcing the global AML/CFT standards for crypto 

assets and crypto asset service providers, such efforts 

should be supplemented by bilateral engagements, 

including information sharing and capacity building. 

The FATF’s work on crypto assets is also focused on 

encouraging multilateral implementation and enforce-

ment of the FATF standards for crypto assets and 

crypto asset service providers through organizations 

like the Egmont Group. The Egmont Group provides 

financial intelligence units (FIUs) with a global platform 

to securely exchange expertise and financial intelli-

gence to combat money laundering, terrorist financing, 

and related illicit crimes.16 Such efforts to update and 

enhance global FIU community standards, as well as 

to ensure their implementation and effective dissem-

ination, to mitigate jurisdictional arbitrage must be 

accelerated. 

FATF member nations should urgently create plan-

ning and coordinating mechanisms at leading 

international forums—including the World Bank and 

the International Monetary Fund—to aid in the global 

implementation and enforcement of AML/CFT stan-

dards and best practices for crypto assets and service 

providers. For example, progress has been made in 

“travel rule” technology development that can serve as 

a global best practice. The travel rule requires that crypto 

asset service providers obtain, hold, and exchange 

information between each other regarding the sender 

and recipient of a crypto transaction. The information, 

which includes the identity of both the sender and the 

recipient, allows for screening against sanctions lists 

and other financial crime watch lists. Several standards 

and protocols have been launched and/or are being 

developed to help enable interoperability and to identify 

crypto asset service providers in order to exchange data 

for compliance with the travel rule.17 However, in coun-

tries where no regulations addressing the travel rule are 

in place, crypto asset service providers are likely not 

using these solutions. The FATF notes that the private 

sector has made progress in the development and use 

of technological solutions to facilitate implementation, 

particularly for domestic transactions and transactions 

between crypto asset service providers. But their imple-

mentation has been slow and uneven. 

2.	Lack of Full Enforcement of Implemented 
AML/CFT Standards for Crypto

From the FATF’s recent review of the revised FATF 

standards on crypto assets and crypto asset service 

providers, 28 of the 38 FATF member nations reported 

having now incorporated the revised FATF standards 

into their domestic laws.18 However, challenges still 
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remain. Many jurisdictions’ AML/CFT regimes for 

crypto asset service providers are not yet operational 

for enforcement, while some jurisdictions have not yet 

established such regimes—particularly those amongst 

the FATF’s broader Global Network. For comparison, 

in TradFi, the travel rule is implemented and enforced 

through multiple payment networks, the most notable 

being the SWIFT system. The implementation and 

enforcement of the travel rule for crypto has been slow, 

despite the FATF’s increasing pressure on its member 

countries to accelerate the rule’s adoption and its 

enforcement within their regulations. 

Regulators, supervisors, law enforcement, and other 

relevant competent authorities can improve the 

enforcement of current AML/CFT regulations within 

the crypto sector through such steps as compliance 

exams, enforcement investigations, and prosecutions. 

Public enforcement actions and the resulting penalties 

for failing to comply will promote awareness and the 

importance of AML/CFT compliance by crypto asset 

service providers. Public enforcement can also deter 

future attempts to circumvent regulatory obligations. 

Professional financial educational bodies (such as the 

Chartered Financial Analyst Institute [CFA Institute], the 

Chartered Alternative Investment Analyst Association 

[CAIA Association], and bankers’ training programs) 

can be encouraged to require those being trained to 

learn more about AML/CFT regulations in the crypto 

space at a general level to increase market awareness 

and sensitivity to such risks. 

To aid enforcement in decentralized finance (DeFi), 

regulators should issue clearer and more frequent 

guidelines, alerts, and related publications on AML/CFT 

standards and best practices. Such resources generally 

highlight troubling patterns and advances in ML/FT 

activities for regulated entities to monitor within their 

compliance programs. Additionally, maintaining sanc-

tions lists of individuals, groups, and entities is also a 

good enforcement tool to facilitate the screening and 

banning of blocked individuals, groups, and entities 

and associated transactions. Although these tools offer 

support, regulators need to develop more capacity and 

build confidence in using such tools to properly monitor 

and enforce AML/CFT rules for crypto. 

Incorporating technologies that suit the unique ele-

ments of crypto can play an important role in assisting 

regulators. Several monitoring and enforcement tech-

nologies are offered by companies like Chainalysis and 

Elliptic. For example, Chainalysis allows users to trace 

funds across multiple assets in a single graph, which 

includes identifying on- and off-ramp addresses and 

swapping activity to counteract attempts to obfuscate 

the flow of funds.19 Elliptic’s Investigator is a blockchain 

investigation tool that enables users to see and explore 

specific crypto addresses, transactions, and entities, 

and links them to real-world actors across thousands 

of assets.20 Use of solutions like these can enhance the 

capacity and confidence of regulators in the enforce-

ment efforts that are unique to crypto. Chainalysis, 

Elliptic, The Blockchain Association, and other indus-

try-leading organizations should continue to provide 

solutions and best practice guidelines for regulators and 

others to consider in implementing and enforcing AML/

CFT regulations.21 

Additionally, the DeFi industry will need to take up the 

issue of AML/CFT more proactively as the decentralized 

nature of much of the ecosystem presents a unique 

challenge for regulators to address without indus-

try collaboration. DeFi systems are not subject to the 

same level of centralized control and supervision as 

centralized finance or TradFi systems. As such, the DeFi 

industry will need to develop its own set of best practices 

and standards, in conjunction with FATF standards, to 

ensure compliance with AML/CFT regulations. This 

could involve developing self-regulatory frameworks 

and working with regulatory authorities to develop new 

and improve existing rules specifically tailored to the 

DeFi ecosystem. The regulatory community can do its 

part by providing clear guidance and support, as FATF 

has begun to do. Ultimately, it will be up to the DeFi 

industry to take responsibility for ensuring compliance 

with AML/CFT regulations. Failure to do so could lead to 

increased regulatory scrutiny and reputational harm to 

the DeFi ecosystem, which could stifle global adoption.
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3.	Use of Anonymity‑Enhancing 
Technologies 

Public blockchains, blockchain forensics, and financial 

analytics have enabled broader investigations into illicit 

financial flows. As a result, certain crypto assets—called 

privacy coins or anonymity-enhancing coins (AECs)—

have been specifically designed to be fully anonymous, 

such as Monero. AECs allow for greater transaction ano-

nymity than asset transfers conducted using Bitcoin or 

the Ethereum network. AECs, which still make up a rel-

atively small industry as compared to the broader crypto 

industry, use cryptographic methods to obscure trans-

action details that would normally allow for the tracing 

of financial flows on the blockchain. Crypto addresses 

are easy to generate in large numbers. To escape detec-

tion, many protocols encourage users not to deploy an 

address more than once and can rapidly generate thou-

sands of new addresses. Even if a protocol has a complete 

record of transactions, the identity of the person behind 

the transactions cannot always be established unless that 

person uses tokens or wallets to transact with an entity 

(such as an exchange) that does enforce KYC norms 

and provides a digital identity, as regulated financial 

institutions do in TradFi.22 This hampers the collection 

and enforcement of taxes, permits money laundering 

and other forms of financial malfeasance or crime, and 

undermines confidence in crypto assets. 

Criminals are increasingly embracing technologies 

that increase anonymity and disguise the source of 

funds, such as better cryptography or use of an opaque 

blockchain. Crypto asset service providers that offer 

anonymizing services, such as mixers and tumblers,23 

act as money transmitters by accepting and retrans-

mitting crypto assets to hide the identity of the source 

up the chain. If they fall under the definition of money 

transmitters, anonymizing service providers should 

be subject to AML/CFT regulatory reporting require-

ments in spotting and reporting suspicious activities 

and should be subject to cease-and-desist orders and/

or subpoena power of the relevant regulators.24 

Technological innovations offer solutions to the crypto 

sector to automate KYC and assign digital identities and 

verifiable credentials while ensuring compliance with 

privacy laws and AML/CFT requirements.25 There are 

growing attempts to create digital IDs for crypto activ-

ities, but they may or may not operate with or rely on 

blockchain technology and are far from universal.26 

Crypto asset service providers should be implement-

ing KYC for all customers, as these service providers are 

able (if willing) to conduct traditional KYC, customer due 

diligence, and enhanced due diligence to onboard cus-

tomers similarly to TradFi. Digital identity could be a 

more effective and efficient way to do that but is neither 

required nor unique for the crypto industry. TradFi insti-

tutions are also looking to incorporate digital identity 

solutions. The development of such digital IDs should 

be encouraged. In the meantime, some jurisdictions 

may decide to permit only those crypto asset transac-

tions that are carried out within the regulatory ambit of 

the TradFi system. Such regulatory permissions can be 

issued not only to currently regulated institutions but 

also to crypto banks provided that they have adequate 

and well-managed reserves and the stablecoins they 

issue (if any) are designed to ensure that the identities of 

transaction parties can be disclosed when necessary for 

AML/CFT regulatory and/or legal enforcement purposes. 

The Organisation for Economic Co-operation and 

Development (OECD) recently issued a new Crypto-

Asset Reporting Framework (CARF) focusing on global 

tax transparency around taxpayer information between 

countries in relation to crypto assets.27 To prevent dupli-

cative reporting and regulatory overlap, coordinated 

implementation schedules for both the CARF and the 

modified Common Reporting Standard will be decided 

at a later date. A recent PwC report noted that the CARF 

is intended to achieve transparency in crypto asset 

transactions through the annual, automatic exchange 

of crypto asset transactions information between 

jurisdictions whose residents hold or engage in such 

transactions.28 The OECD’s CARF generally mirrors 

FATF rules. Pairing it with audit-based solutions can 

further aid in mitigating KYC ML/FT risks in crypto. 

But the efficacy of such new regulatory frameworks is 

only as good as the robustness of the weakest link in 

the chain, be it a weak regulator or regulation, or both.
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4.	P2P Transactions 

Crypto allows financial transactions to occur P2P—such 

transactions are executed without the use of crypto asset 

service providers or financial institutions. Generally, P2P 

transactions are not explicitly subject to AML/CFT con-

trols under the FATF standards because the standards 

place compliance obligations on financial intermediar-

ies rather than on individuals. P2P transactions, such as 

those involving unhosted wallet users, may pose serious 

ML/FT risks, as they can potentially be used to avoid 

AML/CFT controls addressed in the FATF standards. In 

P2P crypto transactions, there are no obligated entities 

involved in preventing or mitigating ML/FT risks, such 

as a service provider’s customer due diligence process 

and its filing of suspicious transaction reports.29 

Risks from P2P transactions could rise, leveraged by 

increased technological capacity to engage in auto-

matic P2P transactions through smart contracts 

without an intermediary institution to enforce KYC or 

AML/CFT regulations. DeFi platforms have been set up 

to enable this type of activity to circumvent AML/CFT 

regulation. Regulating this type of transaction is thus 

a great challenge currently without clear technological 

or other solutions. 

To effectively combat P2P transaction risks, new reg-

ulations should be evaluated for smart contracts, DeFi 

services, and other P2P mechanisms in order to min-

imize ML/FT risks. Establishing effective regulations 

for P2P transactions will require regulators to develop 

and implement technological and other tools to track 

and understand the ML/FT risks in P2P transactions, 

including types of P2P transactions that pose higher 

risks; the drivers of P2P transactions; and the technol-

ogy that mitigates or enhances such risks (i.e., privacy, 

transparency, security, etc.).30 

5.	Noncompliant Crypto Asset Service 
Providers

Although crypto asset service providers, such as 

exchanges, can provide safe custody and insurance 

(which, for example, Coinbase offers), they also pose 

risks to AML/CFT activities. Not all crypto service pro-

viders use KYC, even in instances when they operate 

as a financial institution—such as a money transmitter 

of crypto assets—that is subject to AML/CFT respon-

sibilities.31 Computers and systems for crypto asset 

service providers can be set up virtually anywhere 

and are active globally. This is a key difference with 

TradFi, which generally requires a financial institution 

to be incorporated, physically domiciled, and regulated. 

This makes it difficult to ensure compliance by crypto 

asset service providers with AML/CFT risk manage-

ment principles that are endorsed by global standards 

setters such as the FATF, the International Organization 

of Securities Commissions (IOSCO), the Committee on 

Payments and Market Infrastructures, and the Basel 

Committee on Banking Supervision. 

Regulators should strengthen engagement with crypto 

asset service providers and associated entities to better 

inform them of any necessary AML/CFT compliance 

responsibilities. Engagement activities include infor-

mation exchange on AML/CFT compliance and tools 

to promote adherence; ongoing issuance of updated 

guidelines, alerts, and other publications; and organizing 

public–private information-sharing events like the Bank 

for International Settlements (BIS) Innovation Hub’s G20 

TechSprints32 and the Financial Crimes Enforcement 

Network (FinCEN) Exchanges.33 For instance, the BIS 

Innovation Hub Nordic Centre is launching a project—

called Project Aurora—to explore the latest data 

technologies to combat money laundering across finan-

cial institutions and international borders.34 To support 

Project Aurora, the BIS Innovation Hub could cohost a 

G20 TechSprint with nongovernmental organizations 

such as the Bretton Woods Committee in order to boost 

engagement activities on AML/CFT technologies and 

regulatory efforts for crypto. 

6.	Lack of Integration of AML/CFT Controls 
in Crypto Asset Creation

Currently, AML/CFT controls are not integrated into the 

creation of crypto assets. This poses ML/FT risks. Market 

participants, including regulators, should explore how 
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a crypto asset can be designed to enable and embed 

use of AML/CFT controls to improve code security in 

mitigating illicit finance risks. Regulators should also 

encourage the use of tools to improve the monitoring 

and operational effectiveness of AML/CFT compli-

ance programs and increase information collection 

and sharing on cyber vulnerabilities in crypto that are 

associated with ML/FT activities—for example, opera-

tional event risk measurement and management with 

respect to (a) errors in the development and deployment 

of crypto assets and (b) the security and privacy of data 

within AML/CFT compliance programs.35

Aligning crypto asset code in accordance with stan-

dards such as ISO 20022 is one way to combat ML/FT. 

ISO 20022 is an international communication stan-

dard for sending electronic messages between financial 

institutions.36 This standard fundamentally enhances 

the effectiveness of international money transfers and 

aids institutions in defending against ML/FT. The ISO 

20022 architecture is designed to include blockchain 

transactions and application program interfaces37 

(APIs). The ISO 20022 reference data standards define 

universal codes for all of the common data elements 

in a financial message, such as the securities (using 

International Securities Identification Numbers, or 

ISINs) and counterparties (using Bank Identification 

Codes [BICs] or Legal Entity Identifiers [LEIs]).38 These 

data protocols are required to be compliant with the 

standards. The same reference data standards can 

be used by blockchain networks within their code to 

improve AML/CFT controls. Currently, there are several 

crypto service providers that use ISO 20022–compliant 

standards, such as Ripple.39

Cybersecurity corporate governance is also critical 

in integrating AML/CFT controls in crypto asset cre-

ation, as cybersecurity is a corresponding concern 

in the protection of investor personal and financial 

information for AML/CFT compliance purposes in 

DeFi as in TradFi. Effective cybersecurity controls 

and governance enhance the required protocols 

needed to protect against ML/FT activities that result 

from insufficient security. In 2016, U.S. Securities and 

Exchange Commission chair Mary Jo White stated 

that cybersecurity is the biggest risk for the financial 

system.40 Fortunately, there are well-established inter-

national cybersecurity governance standards for the 

TradFi sector that entities in the crypto sector can use 

to create a comprehensive cyber resilience framework. 

The BIS and the IOSCO provide guidance on cyber 

resilience for financial market infrastructures,41 which 

offers suitable governance standards that can apply to 

the crypto sector. Additionally, key organizations, such 

as asset management firms, within the crypto sector 

can play an important role in incentivizing crypto 

entities to implement comprehensive cybersecurity 

governance. Asset management firms, such as the 

World Bank International Finance Corporation’s Asset 

Management Company, are uniquely positioned to use 

their funding as an effective mechanism to incentivize 

the new or existing crypto entities that they finance 

to incorporate and prioritize cybersecurity to protect 

against ML/FT activities that could potentially arise 

from inadequate security.42 This is of high importance 

as global crypto adoption is dominated by emerging 

markets,43 which are also more significant in the for-

mation of new ventures. 

UNIQUE CRYPTO-RELATED 
FACTORS TO MEASURE IN 
ASSESSING ML/FT RISKS
Many of the aforementioned risks arise from the unique 

factors of crypto assets and crypto asset service pro-

viders that are distinct from TradFi. In Figures 1 and 2, 

we outline the key factors that need to be measured 

when assessing ML/FT risks for crypto assets and 

service providers. Regulators and the industry must 

work together to determine how to best measure these 

factors in creating effective AML/CFT implementation 

and enforcement rules that address the risks posed. 

This will support a more effective and balanced risk-

based regulatory regime that is uniquely tailored to the 

crypto sector. 
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Figure 1. Key Crypto Asset–Specific Factors to Measure in Assessing ML/FT Risks44 

	∞ Specific crypto asset market—the number and 

value of crypto asset transfers; the value and price 

volatility of the crypto issued; the market capital-

ization of the crypto; the nominal and market value 

in circulation; the number of jurisdictions of users 

and the number of users in each jurisdiction; the 

market share in payments for a crypto in each 

jurisdiction; and the extent to which the crypto is 

used for cross-border payments and remittances. 

	∞ Fiat-linked crypto assets—the potential ML/

FT risks associated with crypto assets that are 

exchanged with/for fiat currency or for other cryp-

tocurrencies and the extent to which crypto-based 

transaction channels/platforms interact with or are 

connected to fiat-based transaction channels/plat-

forms and digital services/platforms. 

	∞ Payment channel—the nature and scope of the 

crypto payment channel or system. 

	∞ Transfers—the number and value of crypto trans-

fers and those likely to be or relating to illicit 

activities (e.g., darknet marketplaces, ransomware, 

and hacking). 

	∞ Anonymizing and de-anonymizing techniques—

the use of anonymizing and de-anonymizing 

techniques for crypto funds transfers and techniques, 

and exposure to Internet Protocol anonymizers that 

may further obfuscate transactions or activities and 

inhibit a crypto asset service provider’s ability to 

know its users and implement effective AML/CFT 

measures. 

	∞ Entity—the size of the business, its capitalization 

and reserves, the existing customer base, the stake-

holders, and the significance of the cross-border 

activities of the issuer and/or the central entity, if 

any, governing the arrangement
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Figure 2. Key Crypto Asset Service Provider Factors to Measure in Assessing ML/FT Risks45

	∞ AML/CFT program—the sophistication of the 

crypto asset service provider’s AML/CFT program, 

including (1) the existence or absence of appropriate 

oversight tools to monitor cryptocurrencies and the 

crypto asset service provider’s activities, and (2) the 

knowledge and expertise of the individuals respon-

sible for compliance with the AML/CFT program. 

	∞ User base—the size and type of the user base of 

the crypto asset service provider, including the pro-

vider’s access to data on its users and their activity, 

both within the entity and if there is potential aggre-

gation across platforms. 

	∞ Offerings—the nature, scope, and adequacy of 

disclosure of the crypto asset service provider 

accounts, products, and/or service offerings. 

	∞ Risk profile—any risk parameters or measures and 

mitigants in place that may potentially lower the 

crypto asset service provider’s exposure to credit, 

market, or operational risk (including concentra-

tion risks).

	∞ ML/FT sanctions—the potential ML/FT sanctions 

risks associated with the crypto asset service pro-

vider’s jurisdictional connections.

	∞ Travel rule—whether the crypto asset service pro-

vider implements the “travel rule” or not. 

	∞ Non-obliged entity and P2P transactions—size 

of, nature of, and parties associated with transac-

tions involving non-obliged entities (e.g., unhosted 

wallets with no obliged entity, crypto asset service 

providers not subject to regulation and supervision, 

etc.) and P2P transactions.

	∞ Crypto assets offered—the specific types of crypto 

assets that the crypto asset service provider offers 

or plans to offer and the unique features of each 

crypto asset that may present higher risks to the 

service provider’s ability to know its customers and 

implement effective customer due diligence and 

other AML/CFT measures.

	∞ Smart contracts—a crypto asset service provider’s 

interaction with, or management of, any smart con-

tracts that may be used to conduct transactions. 

CONCLUSION 
Crypto AML/CFT regulation must become globally 

adopted and enforced and match the rapid pace of DeFi 

innovation. The FATF—as a key current global stan-

dard–setting organization for AML/CFT standards—has 

led the way in establishing the foundations for regu-

lating crypto assets and crypto asset service providers. 

But even the FATF’s reach is not universal and needs to 

grow to match that of DeFi. This limited reach should 

be addressed by the FATF and its regulatory member 

network, in collaboration with the crypto industry. The 

goal should be to continue to collectively raise aware-

ness globally and to develop AML/CFT regulations for 

crypto that foster a more comprehensive and balanced 

risk-based regulatory regime. The key risks and risk 

mitigation tools and actions that we have discussed 

are the core areas for regulators and the industry to 

address first, with the goal of making the implemen-

tation, enforcement, and evolution of global AML/CFT 

regulations more effective in detecting and limiting 

illicit financing linked to crypto assets. 
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GLOSSARY OF KEY TERMS
Anonymity-Enhancing Coins (AECs)

Anonymity-enhancing coins are specifically designed 

to be fully anonymous, which allows for greater trans-

action anonymity than asset transfers conducted using 

Bitcoin or the Ethereum network. 

Anti–Money Laundering (AML) and Countering the 

Financing of Terrorism (CFT)

Global standards established by the Financial Action 

Task Force for financial institutions to address money 

laundering (ML) and the financing of terrorism (FT). 

The standards include maintaining records of trans-

actions; submitting reports of transactions exceeding 

certain thresholds; identifying and evaluating custom-

ers, which entails following Know Your Customer (KYC) 

rules; and reporting suspicious activities that may be 

deemed ML/FT. 

Application Programming Interface (API)

Provides routines, protocols, and tools for building 

software applications and specifies how software com-

ponents should interact. 

Crypto Asset Service Provider

Any natural or legal person who is not covered 

elsewhere under the Financial Action Task Force 

Recommendations, and as a business that conducts one 

or more of the following activities or operations for or on 

behalf of another natural or legal person: (1) exchange 

between crypto assets and fiat currencies; (2) exchange 

between one or more forms of crypto assets; (3) transfer 

of crypto assets; (4) safekeeping and/or administration 

of crypto assets or instruments enabling control over 

crypto assets; and (5) participation in and provision of 

financial services related to an issuer’s offer and/or sale 

of a crypto asset. 

Crypto Asset

A digital representation of value that can be digitally 

traded or transferred, and that can be used for payment 

or investment purposes. Crypto assets do not include 

digital representations of fiat currencies, securities, and 

other financial assets that are already covered elsewhere 

in the Financial Action Task Force Recommendations. 

Cryptocurrency Mixing or Tumbler Service

A service offered to mix potentially identifiable or 

tainted cryptocurrency funds with others in order to 

obscure the trail back to the asset’s original source. 

Mixing aids in protecting privacy but is also used for 

money laundering. 

Financial Action Task Force (FATF)

The organization established by the G7 countries to 

provide comprehensive and global anti–money laun-

dering and countering the financing of terrorism 

standards that are adopted by countries into their own 

regulatory frameworks. 

Financial Intelligence Units (FIUs)

Agencies that receive and analyze reports of suspi-

cious transactions from financial institutions and other 

persons and entities, and that disseminate the resulting 

intelligence to law enforcement agencies and other FIUs 

to combat money laundering, associated illicit offenses, 

and terrorist financing. 

Know Your Customer (KYC)

Standards designed to protect financial institutions 

against fraud, corruption, money laundering, and ter-

rorist financing. These standards include establishing 

customer identity; understanding the nature of cus-

tomers’ activities and determining that the source of 

funds is legitimate; and assessing money laundering 

risks associated with customers. 
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KEY ABBREVIATIONS 
AML — Anti-Money Laundering

CFT — Countering the Financing of Terrorism 

CARF — Crypto-Asset Reporting Framework

CRS — Common Reporting Standard 

DeFi — Decentralized Finance 

FATF — Financial Action Task Force

FinCEN — Financial Crimes Enforcement Network

FT — Financing of Terrorism 

KYC — Know Your Customer 

ML — Money Laundering 

P2P — Person-to-Person 

TradFi — Traditional Finance
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